DEAR READER,

There is one question that | am
asked time and again: How can
you protect yourself from attacks
on the Internet? | can, of course,
only recommend technical pro-
tection mechanisms such as virus
scanners, firewalls and password
managers. But in my view, there
is something else that is just as
important: We need society to be
more aware of the challenges of
the digital world and the import-
ance of secure and trustworthy
technologies.

At CISPA, we begin raising
awareness about data privacy
and web security already among
schoolchildren. We offer, for exam-
ple, workshops and information
events in our CISPA Cysec Lab,
where IT topics are approached in
a playful manner. We also partici-
pate in events such as Girls’ and
Boys' Day. Our Science Outreach
team provides training for parents
and teachers and initiates citizen-
science-projects to get the public
involved in our research.

On our website and social media
channels, everybody can see what
our scientists are working on all
day every day, which research
questions drive their work and
what groundbreaking results they
achieve through their passionate
commitment. It is this excellent
research that enables us to attract
the best young talent from all over
the world and to train the next

generation of IT security experts
in the Saarland. In this issue of
our Zine, read more about how
CISPA brings its research to the
world.

Enjoy reading!
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CISPA
Cysec Lab

For both adults and
children, the CISPA
Cysec Lab offers work-
shops on cryptography,
artificial intelligence
and web security.
Topics are approached

in a playful manner.

In the CISPA Cysec
Lab, children learn
about the programm-
ing language Python
using the Lego® Lear-
ning System.
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different
workshops
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24,747

Lego® pieces
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are used on
a regular basis

W

1.7 million

visits to the
challenge platform

in the
Cysec Lab

The website
https://challenge.
saarland is where
the CISPA Cysec
Lab offers online

challenges, learning

materials as
well as quizzes on

IT security.


https://challenge.saarland
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IT-SECURITY KNOW-
HOW FOR EVERYONE

“Science Outreach aims at
making areas of academic
research more accessible and
fostering an interest in research
topics.” This is how Andrea
Ruffing, Head of Science Outre-
ach at CISPA, explains the task of
her team. An important pillar of
Science Outreach is the CISPA
Cysec Lab, where schoolchildren,
teachers, students and the
public can explore cybersecurity
topics. In a playful manner,
children from the age of eight
are introduced to cryptography
and machine learning and
invited to explore these topics on
their own. The opening ceremo-
ny for the laboratory at the
Beckerturm in St. Ingbert was
held in September 2022. Howe-
ver, Ruffing’s team have been
conducting online workshops
since late 2020.

“We also take our program
into schools and participate in
science festivals and trade fairs.
Last year, for example, we took
part in the Explore Science
experience days. Our demos,
such as the Password Cracker,
the Escape Room and our crypto
puzzles went down well with
both younger and older audien-
ces,” says Ruffing. Another visit
to Explore Science is in her diary
for 2023. In the CISPA Cysec Lab

itself, participants first learn
about a topic and then try out
their newly acquired knowledge
in small groups - all in one day.

While the focus for children is
on playing and experimenting,
parents primarily want their
children to learn about innovati-
ve technologies at an early age.
“This quickly leads to questions
concerning degree programs
and career orientation,” explains
Ruffing, who has answers at the
ready. In cooperation with
CISPA, Saarland University offers
four degree programs in cyber-
security, which Ruffing's team
are promoting on a regular basis.
“We invite former students to
talk about their experiences. We
also approach prospective
students, offering them the
opportunity to get a taste of IT
topics and to learn about the
transfer of knowledge to society.”

To young researchers, the
Science Outreach team appeals
with events such as the Summer
School. At this event, CISPA
researchers offer a glimpse of
their work, hosting workshops
and giving presentations. The
Summer School also gives young
researchers an opportunity to
network with colleagues and to
exchange ideas about their
work.
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But Ruffing also wants to
reach out to those who do not
see themselves as having a (near
or distant) future in cybersecuri-
ty. In citizen events such as the
Open Campus Day, the CISPA
Roadshow or the Summer of
Cybersecurity, her team and
CISPA researchers provide IT
security knowledge for everyone
- no prior knowledge necessary.
Even everyday questions, concer-
ning smartphone security for
example, are addressed in this
context.

In citizen science projects, the
public can make their very own
research contributions by docu-
menting the web security inci-
dents they have experienced and
sharing them with Ruffing's
team. “In doing so, people are
actively helping to advance the
scientific knowledge process.
This data is very interesting for
us and the respective research
group, while the public can take
a glimpse behind the scenes and
get a better understanding of
how science works."

Andrea Ruffing, Head of Science
Outreach, ensures CISPA-rese-
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arch finds its way into society.



“YOU HAVE TO KEEP

YOUR ULTIMATE GOAL

Explaining his complex research
in just one sentence, comprehen-
sible to everyone, is a challenge
that CISPA-Faculty Professor Dr
Andreas Zeller is always happy
to take on. Science communicati-
on is a hobbyhorse trotting along
his great passion and profession:
making software better and more
secure. In the interview, Zeller tells
us why comprehensibility matters
to him as a researcher.

Not only are you a very prolific

Given the complexity of your

scientist, you are also a very acti-

research, | would imagine that it

ve communicator. You use Twit-

can be very difficult at times to

ter, run your own blog, and as a
professor at Saarland University,

stay focused on your main goals

and the actual problems that

you reach hundreds of Computer

need to be solved.

Science students each semester.

Yes, that's my hobbyhorse.
Looking for ways to achieve the
broadest and greatest possible
impact matters to me. With eve-
ry new research topic | turn to, |
immediately start to think about
ways of presenting the work I've
done in as concise a form as pos-
sible.

That's right. You have to keep
your ultimate goal in mind. At the
end of the day, you don’t want to
be sitting in some niche, making
your progress there, and then
having to provide a whole lot of
context every single time you're
asked to explain what you're
doing. That could be a long, long
story. Instead, | try to do things

Professor Dr Andreas Zeller © Tobias Ebelshauser




that are comprehensible indepen-
dent of specific contexts. This also
means that | can maximize the
impact of my research.

Does this work for every research

topic?

No, it doesn’t always work. But
my scientific training, my scien-
tific approach, is to always try to
find the easiest access. That also
means that you have to identify
what is essential. | want to be able
to express matters in a few words
and, let's say, in a headline-like
manner.

Do you think that sometimes
good people with great ideas fail
just because they can’t commu-
nicate them well?

By the dozen. For many resear-
chers, it is hard to simplify their
work so much. Often, the research
goal sounds simple, but achie-
ving it is very complicated. In this
case, of course, it is somehow
offensive to researchers to break
everything down to the minimum.
But honestly, if only a part of the
people on the juries for prizes and
grants can understand what your
research is about and if it's barely
possible for them to talk about it
in a few sentences, then the appli-
cants stand little chance.

| would like to talk about two
examples of successful science
communication: Your “Fuzzing
Book” and its successor “Debug-

up with the idea of presenting
your knowledge in this fashion?
That looks like a lot of work.

I'm Killing several birds with one
stone. First and foremost, these
books are learning materials, they
are interactive, digital textbooks.
| really wanted to make the effort
to get them right. Also, they were
created in times of Covid, so it
was important that they could be
accessed remotely. Then | recor-
ded videos to go with them so that
everything came together in one
place. | believe that multimedia
books like these are the future of
teaching. They are practical, availa-
ble online and always up to date if
they are properly maintained.

The books are available to
everybody, not only to students.
Why?

They serve as an advertisement
for our research topics. | keep
adding new chapters and thus |
also make sure that our research
is accessible. And | make a name
for myself as a lecturer. The books
have actually begun attracting stu-
dents to Saarland University who
have seen my tutorials online and
like them.

Andreas Zeller was interviewed
by Annabelle Theobald. The ent-
ire interview is available here:
https://cispa.de/en/zeller

ging Book”. How did you come
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In November 2022, an evalua-

tion committee of interna-

tional top researchers visited
CISPA. In numerous presen-

tations and poster sessions,
CISPA researchers provided
our guests with insights

into their groundbreaking

©Tobias
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research. Thank you to the
evaluation committee for visi-
ting CISPA and to everybody
involved for the great event.

In early October 2022, we celebrated the opening of the Al Center
of Excellence ELSA - European Lighthouse on Secure and Safe Al
in Barcelona! 26 partners from research and industry joined their
forces to address the burning issues in artificial intelligence (Al)
and machine learning. Together, they want to turn Europe into a
lighthouse of trustworthy Al. Funded by the European Union, the
project is coordinated by CISPA-Faculty Professor Dr Mario Fritz.

Congratulations to CISPA-Faculty Dr. Michael Schwarz, who
has won his second Busy Beaver Award. This time, he was
honored for his lecture Foundations of Cybersecurity Il which
he taught in the summer term of 2022. The Computer Sci-
ence Students’ Council at Saarland University presents the
award to lecturers who have shown a special commitment
to teaching. “l am very happy about the Busy Beaver Award
because it comes directly from the students. It shows that
they appreciate the way | teach.”

Dr Michael Schwarz
© Tobias Ebelshauser

On November 30, 2022, a large crowd gathered for the Airbus CISPA Day

in the auditorium of Saarland University, when both Airbus and CISPA
employees provided information about their cooperation, which had begun
only a few months earlier. With exhibits and presentations, the partners
gave insights into their joint project as well as the planned Airbus-CISPA
Digital Innovation Hub. This competence center for cybersecurity and
trustworthy Al will be built on the CISPA Innovation Campus in St. Ingbert,
creating numerous jobs in the coming years.
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WATCH THIS VIDEO
TO LEARN ABOUT THE
CISPA CYSEC LAB.
THE ESCAPE :
YOUR TURN o ROOM IS JUST
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